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Was ist SPAM™?

Vikings: SPAM SPAM SPAM SPAM. Lovely SPAM! Wonderful SPAM!
SPAM SPA-A-A-A-A-AM SPAM SPA-A-A-A-A-AM SPAM. Lovely SPAM!
Lovely SPAM! Lovely SPAM! Lovely SPAM! Lovely SPAM!
SPAM SPAM SPAM SPAM!
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Was ist Spam?

<

File Edit Miew Go Message Tools Window Help

>

= Subject Want a BIG Penis? 1D:[6040]

From: Friendly Doctor 8437 <MalLER-DAEMONEEIIEE v andex ru=
Date: 17.06.2002 17:21

To: ciphelp@igd tho.de

[»

"Wenst a BIG PeyiaT"
Experience the results you've always wanted
with a MASSIVE scientific breakihrough:

Our Doctor-Approved Pill Will Actually
Expand, Lengthen
And Enlarge Your Penis. 100% GUARANTEED!

Best af all...

There Are NO Agonizing Hanging Weights, NO Tough Exercises,
NO Painful And Hard-To-Use Pumps, And There Is NO =]
Dangerous Surgery Involved.

WE GUARANTEE GENUINE LASTING RESULTS! VIG-RX
PILLS WILL
WORKFORYOU100%, ORYOU GET 100% OF YOUR
MONEY BACK!

CLICK HERE NOW!
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Was ist Spam?

UBE - Unsolicited Bulk Email
UCE - Unsolicited Commercial Email

Unsolicited: (dt. unverlangt, unerbeten, unaufgefordert):
Die Zusendung der E-Mail wurde nicht explizit vom
Empfanger angefordert oder erwartet.

Bulk (dt. Masse, Menge): identische Nachrichten wurden
an eine nicht-triviale Anzahl von Empfangern versendet. Ab
welcher Zahl von Empfangern eine Nachricht als UBE
gelten kann, ist nicht definiert.

Commercial (dt. gewerblich): Die E-Mail wirbt i.d.R. flr
kommerzielle Produkte und Dienstleistungen.
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Zunahme von Spam
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Quelle: http://www.brightmail.com/spamstats.html
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Inhalte von Spam

T | | | | | | |
Product 21

Financial .18

Adult | 18

Scams |4/ 9

Health |1} 6

Leisure | 6

Internet | 6

Fraud 3

Spiritual 3
Political 2

Other | 8

0 2,5 5 7,5 10 12,5 15 17,5 20 22,5 25 Prozent

Quelle: http://www.brightmail.com/spamstats.html
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Herkunft von Spam

postiniaf €
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Herkunft von Spam (ISPs)

uu.net (UUNET/MCI, USA)

chinanet-gd (Chinanet Guangdong, China)
above.net (AboveNet, USA)

kornet.net (Kornet/KT, Korea)

chinanet-cq (Chinanet Chongqing, China)
exodus.net (Exodus/Cable & Wireless, UK)
level3.net (Level 3, USA)

cw.net (Cable & Wireless, UK)

chinanet-fj (Chinanet Fujian, China)

10 hinet.net (HiNet, Taiwan)

R S O = < )l

TOP10 Worst Spam ISPs (January 2004)
Quelle: http://www.spamhaus.org/
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AboveNet Customer Anti-Spam Policy

k. ]

AboveNet, Inc. (AboveNet), has zero tolerance for Unsolicited
Broadcast Email and Unsolicited Commercial Email
("UBE/UCE"”, commonly known as "Spam”) whether
originating from customers, from customers' customers, or
from customers that provide services which are used to
support UBE/UCE.

[...]

Quelle: http://www.above.net/antispam.html
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Die Spam E-Mail

[ : . : Tew - =] [=] =]

Y File Edit Wiew Go bdessage Tools Window Help

= Subject: ‘Want a BIG Penis? 1D:(6040]
From: FErlendly Doctor 8437 <Al ER- DSERMOMNZEISEEandes ri=
Date: 17.06.2002 17:21
To: ciphelp@igd tho.de
"Wt a B PeydaT" ]
Experience the results you've always wanted
with a MASSIVE scientific breakihrough:
Our Doctor-Approved Pill Will Actually
Expand, Lengthen
And Enlarge Your Penis. 100% GUARANTEED!
Best of ail...
There Are NO Agonizing Hanging Weights, NO Tough Exercises,
NO Painful And Hard-To-Use Pumps, And There Is NO =]
Dangerous Surgery Involved.
WE GUARANTEE GENUINE LASTING RESULTS! VIG-RX
PILLS WILL
WORK FORYOU1M%, ORYOU GET 100% OF YOUR
MONEY BACK!

CLICE HERE NOW! |
(N CXeE S —
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Die E-Mail im Rohformat

Return-Path: <MAILER-DAEMON11745@yandex.ru>

Received: from [...]

Received: from yandex.ru ([217.13.202.46])[...]

From: "Friendly Doctor 8497" <MAILER-DAEMON26996(dyandex.ru>
To: <ciphelp@igd.fhg.de>

Subject: Want a BIG Penis? ID:[6040]

Date: Mon, 17 Jun 2002 19:21:13 +0400

Mime-Version: 1.0

Content-Type: text/html; charset="IS0-8859-2"

<html>

<head>

<title>Want a BIG Penis?</title>

</head>

<body lang=RU link=blue vlink=purple style='tab-interval:35.4pt'>
[...]

</body>

</html>
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Der Versand von Spam (SMTP)

Spammer

Our Doctor—Approved Pill Will Actually
Expand, Lengthen
And Enlarge Your Penis. 100% GUARANTEED!

ov @ =

e
ot

Our Doctor—Approved Pill Will Actually
Expand, Lengthen
And Enlarge Your Penis. 100% GUARANTEED!

Wiights, NO Tough Faervises,
joupe, nd There 1s NO

uvoised.
WE GUAKANTEE GENULNE LASLING RESULTS! VIG-RX.
PILLS WL
WORKTOR ¥DU100%, DR YOU GLT 100% OT YOLR
MOREY BACK!

[XXca] ]

[SMTP)

Open Relay
Proxy
Formmailer
Hijacked

[sMTP)

Empfanger

Direct-to-MX

Mein
Provider

Our Doctor—Approved Pill Will Actually
Expand, Lengthen
And Enlarge Your Penis. 100% GUARANTEED!

i i, Ard T
Dangerous Surgery Luvoived.

WE GUAKANTEE GENULNE LASLING RESULTS! VIG-RX.
PILLS WL

WORKTORYOU 1005, DR YOU GLT 1005 OT YOLR
MOREY BACK!

o

CRCReR]
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Der SMTP-Dialog

S: 220 mail.empfaenger.de ESMTP

C:

S: 250 mail.empfaenger.de

C:

S: 250 ok

C:

S: 250 ok

C: DATA

S: 354 go ahead

C:|From: "Friendly Doctor 8497" <MAILER-DAEMON26996(@yandex.ru>

C:|To: <ciphelp@igd.fhg.de>

C:|Subject: Want a BIG Penis? ID:[6040]
[...]

C: .

S: 250 ok 997887680 gp 2592

C: QUIT

S: 221 mail.empfaenger.de
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Verfugbare Informationen

IP-Adresse des SMTP-Clients (verlasslich)
HELO/EHLO-String: Hostname (gefalscht)
Envelope MAIL FROM (gefalscht)

Envelope RCPT TO (muss korrekt sein)
Received: (gefalscht, nur teilweise verlasslich)
From:, To:, Return-Path:, ... (gefalscht)
Weitere Mail Header (gefalscht)

Mail Body (Spam)
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Blockieren von IP-Adressen

IP-Adresse des SMTP-Clients ist verlasslich
SMTP-Dialog wird mit Fehler quittiert:

451 Requested action aborted: error in processing

553 Requested action not taken: mailbox name not allowed
Statische Blacklist (z.B. durch Spam-Traps)
DNSBL/RBL (DNS-based Blocklist, Realtime Blocklist)
Web-Interface: http://openrbl.org
Frihestmogliche Abwehr von Spam
Nachteil: Kollateralschaden (z.B. Dial-Up Adressen)
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DNS-based Blocklist

mail-abuse.org (MAPS, kommerziell, verschiedene Listen)
spamhaus.org (SBL/XBL/ROKSO, bekannte Spammer)
spews.org (spam-freundliche ISPs, sehr aggressiv)
dsbl.org (unsichere Mailsysteme)

spamcop.net (von Empfangern gemeldete Adressen)
dnsbl.sorbs.net (Open Relays)

ordb.org (Open Relays)

dev.null.dk (Open Relays)

blackholes.us (spam-freundliche ISPs und Staaten)
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DNS-based Blocklist

Beispiel: 69.6.27.48

> host -t any 48.27.6.69.sbl.spamhaus.org

48.27.6.69.sbl.spamhaus.org has address 127.0.0.2

48.27.6.69.sbl. spamhaus.org descriptive text
"http://www.spamhaus.org/SBL/sbl.lasso?query=SBL6636"

Beispiel: 146.140.212.1

> host -t any 1.212.140.146.sbl.spamhaus.orqg

Host not found.
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DNS-based Blocklist

; spfilter magic sources: SBL,SBL (0.57_031210)
; bind zone rbl.zeitform.de.

STTL 43200

SORIGIN rbl.zeitform.de.

Q SOA rbl.zeitform.de. root.rbl.zeitform.de. (
2003121000 10800 3600 604800 21600)
@ 86400 NS ns.zeitform.de.
Q 86400 MX 100 mail.zeitform.de.
; test-entries
about TXT "zone built by spfilter/0.59 (SBL, bind, 20031210)"
2.0.0.127 TXT "Test bind rbl.zeitform.de [146.140.212.117]"
2.0.0.127 A 127.0.0.2 ; {every dnsbl should have that}

; listed addresses
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Envelope-Check

HELO host.domain.com
Blacklist/Whitelist mit HELO-Strings
Priafung auf FQDN
Prifung der Domain Uber DNS und rDNS

MAIL FROM:<sender(@domain.com>

Blacklist/Whitelist mit Absendern/Absender-Domains
Prifung des Domain-Teils Uber DNS und rDNS
Pruafung auf DSN (dsn.rfc-ignorant.org, MX takes bounces)
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Grey-Listing

HYPOTHESIS
DISTRIBUTION OF MESSAGE COUNT BY SENDER/RECIPIENT

A
S By
M SR
M
normal email
=1 =1 =
)
=)
e -
[ [
& mailing lists | ™4

NUMBER OF MESSAGES BETWEEN SENDER AND RECIPIENT

NUMBER OF TOTAL RECIPIENTS PER SENDER

Quelle: http://dumbo.pobox.com/spam-sensor/
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Grey-Listing

Annahmen:
Spammer geben den Versand von Spam nach einem
Deferral auf.
Spammer senden nicht mehrmals Nachrichten an den
selben Empfanger (von der gleichen Absenderadresse)
Spammer benutzen kein VERP (Variable Envelope Return
Paths, http://cr.yp.to/proto/verp.txt)
Spammer falschen keine existierenden Absender-Adressen
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Grey-Listing

Daten:
IP-Adresse des Sender-MTA
Envelope Sender (mail from:) Tripel

Envelope Empfanger (rcpt to:)
Zeit der Erfassung

Verfallsdatum der Blockierung
Verfallsdatum des Eintrages

Anzahl geblockter Verbindungen
Anzahl zugelassener Verbindungen
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Grey-Listing

nein Blockiere E-Mail (deferral)
Erzeuge Eintrag

Tripel in | | Blockiere E-Mail (deferral)
Datenbank? [ e Erhdhe Zahler fiir blockierte
Verbindungen

Akzeptiere E-Mail

ja, lange Zeit Verlangere Lebensdauer
Erhdhe Zahler fur zugelassene
Verbindungen
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E-Mail-Analyse-Verfahren

Typische Formulierungen im Betreff der E-Mail
Typische Formulierungen im Body der E-Mail
Typische Eigenschaften der E-Mail

Mit Spam in Verbindung stehende Body URIs
Checksummen-Verfahren (Razor, DCC, Pyzor)
DNSBL/RBL-Priufung der Received-Header
Statistische Verfahren (Bayes)

Absender in Whitelist/Blacklist
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Typische Formulierungen fir Spam

.Viagra”, ,Big Boobs”, ,larger penis”, , Impotence cure”
~XXX Photos”, ,Instant Access”, ,Amateur Porn”

»click here”, ,for free”, ,call now”, ,unsubscribe”
.Senate Bill 1618”, ,This is not spam”, , opt-in”

»~Million Dollars”, ,check or money order”, ,pure profit”
LUniversity Diplomas”, , Toner Cartridge”, , Free DVD"
»AS seen on national TV!”, ,No Medical Exams”
L.International driving license”, ,NIGERIAN BANK"
.gratis”, ,Gewinnspiel”, ,Hausfrauensex”, ,,Pu-Erh-Tee"”
»ist kein Spam”, ,JETZT", ,serios”, ,anonym”, ,abmelden”
,ohne dialer”, ,Sonderaktion”, , Vorteile sichern”
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Typische Eigenschaften fur Spam

G.a.p.p.y T.e.x.t, GROSSBUCHSTABEN, Leerraum
Fehlendes oder falsches Datum

Gefalschter User-Agent oder X-Mailer

Hinweise auf Spam-Tools

Text ist base64-kodiert

HTML-Mail mit font-Tags (size, color)

HTML-Mail mit Bild(ern) und wenig/keinem Text
HTML-Mail mit groBgeschriebenen Tags

HTML-Mail mit IP-Adressen oder Escaping in URLs
ASCII-Formular[__ ]

Text enthalt wirre Zeichenfolgen fgrtz asdfrt sfsdf dgd
Received-Header sind gefalscht
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Typische Eigenschaften legitimer E-Mail

PGP-Signatur, Habeas Warrant Mark

Text enthalt Zitate ,,>"

Gultiger User-Agent oder X-Mailer

Eigenschaften von Mailinglisten-Software (majordomo)
Vorhandene Signatur (,,-- )

Nachricht von Mailer-Daemon

Hotmail- oder MSN-Footer

In-Reply-To Header
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Text-Analyse

L : : 2y _ [-][5][%]
= File Edit Miew Go Meszage Tools Window Help
3
=  Subject G-etlarge MMa-les Safe |y yidyogm_nt
From: Ezequiel <106Z230. 240547 1@ catched demon.couk=
Date: 159102003 11:36
To: alex@Ezeifform.de
ot
Ilen, You Wish YouHad a Bigger Member?
==2We Can Help vou Sately Guaranteed <==
et Bioeer Today
=ton Future Specials
=
|2
CCGFTE . ) ==

Links: http://www.getonitnow665.biz/bgit/, http://shapeisgood55.biz/re.php
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Text-Analyse

From: Ezequiel <106230.2405411Q@catch22.demon.co.uk>
Subject: G-et Lar.ge Ma-les Safe ly yidygm nt
To: <alex@zeitform.de>

<html><body><font color=white>other writings whatsoever: because
the subject where of they</font><br>Me<EauH>n, Yo<WuV>u Wi<my>sh
Yo<Jlo>u Ha<¥z>d a<mB> Big<xiea>ger Mem<Mu>ber?<br><br>=<eZTN>=>
W<Z]jK>e Ca<jbtj>n He<Qx>1lp yo<ftzP>u Saf<k>ely Guara<ner>nteed
<<MKm>==<br><font color=white>Land and Conseil were slyly watching
some of the ship's crew,</font><Br><a
href="http://&#119,;ww.g&#101;&#116;0onit&#110;&#111;&#119;64&#54;&#5
3;&#46;biz/b&#103;&#105;t/">G<w>et Big<XLA>ger To<TGvp>day</a>
<br><br><br><br><a
href="http://s&#104;apeis&#115;&#103;0&#111;&#100;5&#53;.&#98;&#105
;Zz/r&#101; . &#112;&#104;&#112;">St<vTS>0op Fut<MEzL>ure
Spec<xR>ials</a><br><font color=white>To say that he risked his
life twenty times before reaching</font>

</html></body>
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Text-Analyse

From: Ezequiel <106230.2405411Q@catch22.demon.co.uk>
Subject:
To: <alex@zeitform.de>

<html><body>
<br>Me<EauH>n, Yo<WuV>u Wi<my>sh

Yo<Jlo>u Ha<¥z>d a<mB> Big<xiea>ger Mem<Mu>ber?<br><br>=<eZTN>=>
W<ZjK>e Ca<jbtj>n Saf<k>ely Guara<ner>nteed
<<MKm>==<br><font color=white>Land and Conseil were slyly watching
some of the ship's crew,</font><Br><a

href="

">G<w>et Big<XLA>ger To<TGvp>day</a>
<br><br><br><br><a
href="http://s&#104;apeis&#115;&#103;0&#111;&#100;5&#53;.&#98;&#105
;Zz/r&#101; . &#112;&#104;&#112;">St<vTS>0op Fut<MEzL>ure
Spec<xR>ials</a><br><font color=white>To say that he risked his
life twenty times before reaching</font>
</html></body>
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Body URIs

L : : 2y _ [-][5][%]
= File Edit Miew Go Meszage Tools Window Help
3
=  Subject G-etlarge MMa-les Safe |y yidyogm_nt
From: Ezequiel <106Z230. 240547 1@ catched demon.couk=
Date: 159102003 11:36
To: alex@Ezeifform.de
ot
Ilen, You Wish YouHad a Bigger Member?
==2We Can Help vou Sately Guaranteed <==
et Bioeer Today
=ton Future Specials
=
|2
CCGFTE . ) ==

Links: http://www.getonitnow665.biz/bgit/, http://shapeisgood55.biz/re.php
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Body URIs

Links, Bilder, Skripte im Body von Spam
Body URIs sollten verlaBlich sein
Kollateralschaden maglich

Beispiele:

bigevil.cf (SpamAssassin, Chris Santerre)

http://www.merchantsoverseas.com/wwwroot/gorilla/bigevil.cf

Filters That Fight Back (Paul Graham)
http://www.paulgraham.com/ffb.html

RHSBL (analog DNSBL, vgl. RFC-Ignorant)

http://www.rfc-ignorant.org/how to domain.php
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Checksummen-Verfahren

DCC: http://www.rhyolite.com/anti-spam/dcc/
Vipul's Razor: http://razor.sourceforge.net/
Pyzor: http://pyzor.sourceforge.net/

Offentliche Datenbanken mit Fuzzy-Checksummen
gemeldeter oder gefangener Spam-Mails
Fuzzy-Checksummen-Algorithmen liefern bei geringen
textuellen Anderungen gleichen Wert

zusatzlicher Netzwerk-Verkehr fur Abfrage
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Checksummen-Verfahren

Empfanger

Inpestene s st
et Ao
Our Docror-Approved Pill Will Actually
Expand, Lengthen
And Enlarge Your Penis. 100% GUARANTEED!
Destot
i Wiihs, NO T P
Thire L NO

Thers Are YO Aguri
N Ptntol e T T e Faape, A

Do Surpy i
WE GUAKANIEE GENUNE LASLING RESULTS! VIG-RX.
PILLS WL a m
.

WORKTORYOU R, DR YOUGET 100% OF YOLR
AEY BACK!

Spammer 1

Lapecicace e sestl you've aways wiated
W MASSIVE seign e bebuhrosgh

Checksum

Our Doctor-Approred PUL Wil Actually

Iageriete e sy o abwas et
ARV i bt
Our Doctor Approvcd PUL YT Actually
cnpth Expand, Length
And Enlorge Vour Ponts 9% GUA RANTEED! > And Ealarge Your enis. 100% GUARANTEED!
Destot Destot
0 Putnhit S Trasa- o se Punge, And Thcre NG O Putnlit S0 Tasd-To-Uhe T ,;,A.\mm
ivaives. Do
WE GUAKANIEE GENUINE LASTING RESULTS! VIG-RX WE GUARANIE GENCINE LASLIN G RESULIS! VIG-RX

TSI
WORK TOR YOV 10V, DR YOUGLT 0% OF YOCR wonxmmoumr.,omoucmm orvotr

OREY BACK! BACK!

@
(XX A

K

ov @y

Inperiate e v o o abas st
¥ ARV it bresineosh
Our Doctor-Approred PUL Wil Actually
Expand, Lengther
And Exlorge Your P 100 GUARANTEED!
Destot .

s Hunging Wrigh s, NO Tough Pxesriscs,
4 T(2sd-To -Use Puinps, 4nd There 1 NO
e

Thore Are YO Ay

WE GUAKANIEE GENUNE LASLING RESULTS! VIG-RX.
i

WoRKTORYOU N, DR YOU GLT 100% OT YOUR
AEY BACK!

o

0va @
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Checksummen-Verfahren

Hail Checked at Mail Checked by the DCC

EE M

42 M
N
T
=
W 28 M
=
L
=

14 M

el P PP PRI, W ;
oM =
Hou Jan HMar May Jul Sep
O total mail W Tikely spam O trapped spam
average 17.2 M 9.7 M 10/08/02 12: 00 SMT
Spam Ratio at Hail Checked by the DCC

100 %

7E X

B0 X 1

25 % A8l

0% 5 B
Now Jan Mar May Jul Sep

W 1ikely spam O trapped spam
average 57 % 10/08/03 12:00 GMT

Quelle: http://www.rhyolite.com/anti-spam/dcc/graphs/
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Razor2-Spam-Report

S: sn=Né&srl=76&ep4=7542-10&a=1&a=cg

C: cn=razor-agentsé&cv=2.36

C: a=ai&cn=razor-agentsé&cv=2.36&user=alex%40zeitform.de
S: achal=gjiSrhu4 k 03sCjulPKaIDNgaiX

C: a=authé&aresp=3WcztoZWFGUI9GXF2PXh1l6SRMuSkA

S: res=1

C: -a=r&e=1&s=-kG19hd7RAXdxQB3NyQ8ZQ2 t9kA

C: a=r&e=46&ep4=7542-10&s=WkYZN7tIo2L hrh5P-n5VFViVygA
C: a=r&e=46&ep4=7542-10&s=Imf 1UeBM3RhgTO YRIW7v580UA
C: .

S: -res=1

S: err=230

S: err=230

S: .

C: —-a=r&message=¥*

C:| From joseph ajakaiye@yahoo.com Wed Oct 8 11:40:46 2003
C:l[...]

C:

S: res=1

C: a=q
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Razor2-Spam-Abfrage

Spam

S: sn=Cé&srl=72&ep4=7542-10&a=1
C:

S: p=1&cf=100

C:

Kein Spam

S: sn=Cé&srl=72&ep4=7542-10&a=1
C:
S: p=0
C:

Info: http://www.stearns.org/razor-caching-proxy/razor2-protocol
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Bayes-Verfahren - Lernphase

Spam

: Token #
|
click here tokenize
to get your
! click 123
- software 2

n=1000 here 23
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Internet Dienste STRATEGIEN GEGEN SPAM

Bayes-Verfahren - Lernphase

Spam

: Token #
|
click here tokenize
to get your
! click 123
- software 2
n=1000 here 23
Ham
I Token #
]
this

article 45

article on click 12

here 21

n=1000
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Bayes-Verfahren - Lernphase

Spam

| Token #

to get your Token Spamicity
! click 123

software 2

n=1000 here 23 article 0.010000
click 0.836735
Ham
] Token #
]
this here 0.353846

article 45

article on click 12

Bayes-DB

here 21

n=1000
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Bayes-Verfahren - Auswertungsphase

222 Token Spamicity
click to _ :
download tokenize click
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Bayes-Verfahren - Auswertungsphase

222 Token Spamicity
most significant
click to :
download tokenize click 0.836735

Token Spamicity

article 0.010000

click 0.836735
here 0.353846
Bayes-DB

© 20083 zeitform Internet Dienste Fraunhoferstralle 5 64283 Darmstadt Tel: 06151-155637 Fax: 06151-155634 E-Mail: zeitform @zeitform.de http://www.zeitform.de



zeitform

totgrnct Bicnsie STRATEGIEN GEGEN SPAM

Bayes-Verfahren - Auswertungsphase

222 Token Spamicity
most significant
click to :

download tokenize click 0.836735
: Token Spamicity
article 0.010000
click 0.836735
here 0.353846

Bayes-DB
Score:

Spam
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SpamAssassin

http://www.spamassassin.org/

Header Analyse

Text Analyse

Auto-Whitelist

Bayes-Filter

DNSBL, RHSBL

Razor, Pyzor, DCC

erweiterbar durch eigene Regeln (http://www.exit0.us/)
flexible MTA Unterstltzung

Freie Software (Artistic License, APL ab Version 2.70)
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SpamAssassin

"IE
o
o
%

[ ]
=  Subject LOSE WEIGHT THE EASY WaXWl - haskethall
From: denstobias <brianbEEvarhan@dbzmail come
Date: 15925
To: alex@zeitform de

LOSE WEIGHT THE EASIER WAY
"ITS NOT A DIET....ITS APATCH"

Herbal-R¥ Diet Patch is a cutting-edge, advanced appetite suppressant,
metabolism booster, and energy enhancer...all in one! With Herbal-Rx
Diet Patch, there are no more starvation diets and no difficult and
dangerous exercises! It works all day & all night long!

The Herbal-R¥ Diet Patch is a 100% percent all natural product that
produces no side effects or allergic reactions and is completely saf2 to
use., The SFP is so easy to use just peel and stick then watch the
pounds melt away.

READ MORE INFO HERE

O e eroails

diminishreproaches

CCET T ! | =

© 20083 zeitform Internet Dienste Fraunhoferstralle 5 64283 Darmstadt Tel: 06151-155637 Fax: 06151-155634 E-Mail: zeitform @zeitform.de http://www.zeitform.de



zeitform

totgrnct Bicnsie STRATEGIEN GEGEN SPAM

SpamAssassin

X-Spam-Report:
* 2.6 LOSE POUNDS Subject talks about losing pounds

* 0.6 J CHICKENPOX 34 BODY: {3}Letter - punctuation - {4}Letter

* 2.9 BANG _EXERCISE BODY: Talks about exercise with an exclamation!

* 2.4 ALL NATURAL BODY: Spam is 100% natural?!

* 0.1 HTML MESSAGE BODY: HTML included in message

* 0.3 HTML FONT BIG BODY: HTML has a big font

* 1.1 RAZOR2 CF _RANGE 51 100 BODY: Razor2 gives confidence between 51
* and 100 [cf: 100]

* 5.4 BAYES 99 BODY: Bayesian spam probability is 99 to 100%

* 0.3 MIME HTML ONLY BODY: Message only has text/html MIME parts

* 0.1 HTML 50_60 BODY: Message is 50% to 60% HTML

* 0.1 HTML FONTCOLOR RED BODY: HTML font color is red

* 3.0 BigEvilList 193 URI: Generated BigEvilList 193

* 1.0 RAZOR2 CHECK Listed in Razor2 (http://razor.sf.net/)

* 2.9 DCC_CHECK Listed in DCC (http://rhyolite.com/anti-spam/dcc/)

* 2.0 DATE IN FUTURE 06 12 Date: is 6 to 12 hours after Received: date
* 2.6 RCVD_IN DYNABLOCK RBL: Sent directly from dynamic IP address

* [218.237.156.173 listed in dnsbl.sorbs.net]

* 0.7 PLING_PLING Subject has lots of exclamation marks
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SpamAssassin

X-Spam-Contact: Please contact postmaster@zeitform.de [...]

X-Spam-Flag: YES

X-Spam-Checker-Version: SpamAssassin 2.63-zeitform 1.11 (2004-01-11)
on mail.zeitform.de

x_SPam_Level: khkkkkkhkhkhkhkhkkkhkhkkhkkkhkkhkkkkkkkk

X-Spam-Status: Yes, hits=28.2 required=8.0 tests=[...] autolearn=spam
version=2.63-zeitform 1.11

X-Spam-Report: [...]
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Empfanger-Verifikation

Unsubscribe-Mail

For removal hit reply and put "Remove" in subject line

,Click here”-Link

<a href="http://spammer.com/?id= ">Click here!</a>

Unsichtbare Links

<img src="http://spammer.com/empty.gif?id= ">
<img srec="http:// @spammer.com/empty.gif">

<iframe src="http://spammer.com/?id= "></iframe>
<script language="JavaScript">....</script>
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Empfanger-Verifikation

Beispiel:

<img src="http://fojprdrm. .instant-data2go.com/
life/logo.gif? -ihcotjqocpkxvbegysjwxyl">
[ B [=1[5103¢
= Eile Edit ¥iew Go Message Tools Window Help
bl) Subject: Domreg s From: Scpu Cpud 05.11.2003 10:01

D

GUARANTEEDLIFE
INSURANCE

---—-We will get vou approved!---—--
Saving vou 30% to 80%% on Life Insurance)

Just because you have a Health Condition, doesn't
mean you have to pay more for Life Insurance!

Get a FREE Life msurance Quote Today
[CLICK HERI]

[

&G E& 1 =
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Adress-Sammler

UseNet, Mailinglisten, Webseiten, Whois

Online- und Offline-Formulare, Promotion

Ident Daemon, Finger Daemon, IRC, Chat

Web Browser (anon FTP, JavaScript, HTTP_FROM)
AOL Profile (AOL Nutzer = Primarziele)

.Yellow Pages” (hotmail - bigfoot)
Raten/Worterbuchattacke

Rechnerzugiff, Viren, Netziberwachung, Social

Engineering

Info: http://www.private.org.il/harvest.html
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Spam-Viren
Beispiele: Mimail, Sobig, Fizzer

SMTP-Engine

sammelt Adressen aus Outlook, Adressbuch, Dateien
Joe Job/dDoS-Angriffe gegen Anti-Spam Community
Fernadministration

Bots, Wurmer, HTTP-Server, Proxy

Self-Update, Umgehung Anti-Virus-Schutz

Info: http://www.spamhaus.org/cyberattacks/index.html
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Schutz vor Adress-Sammlern

Verzicht auf Verdffentlichung der eigenen Adresse
Adresse in Grafik einbetten (ganz/teilweise)

alex (@ zeitform.de
Adresse ausschreiben

alex at zeitform dot de, alex@zeitform.de-NOSPAM

HTML-Entities, URL-Encoding

alex&#064;zeitform.de, alex%40zeitform.de

JavaScript
<script language="JavaScript">
var Mailme = "alex@" + "zeitform.de";

document.write('<a href="mail' + 'to:' + Mailme + '">'");
document.write (Mailme + '</a>');
</script>
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Adress-Sammler entdecken

Verwendung einmaliger Adressen bzw. Erweiterungen

alex+spamtrap@zeitform.de

Verwendung von SMTP-Kommentaren

alex (spamtrap) @zeitform(comment) .de

Verwendung dynamischer Adressen
alex-78cled6da0322b3aRzeitform.de (Spamtrap: IP, Datum)

Access Log des Webservers
- User-Agent
- Keine angeforderten Bilder
- Zugriffs-Haufigkeit und -Reihenfolge
- CGI-Traps (z.B. wpoison)
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Habeas Sender Warranted Email

X-Habeas-SWE-1: winter into spring

X-Habeas-SWE-2: brightly anticipated

X-Habeas-SWE-3: like Habeas SWE (tm)

X-Habeas-SWE-4: Copyright 2002 Habeas (tm)

X-Habeas-SWE-5: Sender Warranted Email (SWE) (tm).
X-Habeas-SWE-6: email in exchange for a license for this Habeas
X-Habeas-SWE-7: warrant mark warrants that this is a Habeas Compliant
X-Habeas-SWE-8: Message (HCM) and not spam. Please report use of this
X-Habeas-SWE-9: mark in spam to <http://www.habeas.com/report/>.
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Challenge-Response-Verfahren

Our Doctor—Approved Pill Will Actually

Expand, Lengthen
And Enlarge Your Penis. 100% GUARANTEED!
Destot .
The ough P
i 1 NO

WE GUAKANTEE GENULNE LASLING RESULTS! VIG-RX.
WORKTORYOU 1005, DR YOU GLT 100% OT YOLR
EY BACK!

ov @

Challenge

loegos

Tl

Response

levos

ol

Absender
bekannt?

nein

Challenge
senden

E-Mail
zustellen
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Sender C/R-System Empfanger

Our Doctor—Approved Pill Will Actually
Expand, Lengthen
And Enlarge Your Penis. 100% GUARANTEED!

Dest o s

There A

re VO Ay Fucrtises,
NO Prdalul Ad [Lurd-

Tough
There 1 NO.

WE GUAKANTEE GENULNE LASLING RESULTS! VIG-RX.
PILLS WL

WORKTORYOU 1005, DR YOU GLT 1005 OT YOLR
MOREY BACK!

o

CRReR]

Our Doctor—Approved Pill Will Actually
Expand, Lengthen
And Enlarge Your Penis. 100% GUARANTEED!
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Challenge-Response-Verfahren

Reduziert Spam auf nahezu 0%

Erhohter Auswand flur Absender

Erhdhter Netzwerkverkehr

Belastigt Unschuldige (gefalschter Absender, ,Joe-Job”)
Beispiel: TMDA (http://tmda.net)
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Copyright (c) 2003-2004 zeitform Internet Dienste.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license can be found at: http://www.gnu.org/licenses/fdl.txt
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History

v1.0: Erstveroffentlichung anlaBlich des CAST-Workshops ,,Spam-Abwehr”
(http://www.cast-forum.de/events/cast/2004/Spam-Abwehr/)
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